Mail server clustering

1. Using Network File System (NFS) 2. Using Proxies 3. Load Balancing 4. Databases 5. FreeBSD NFS

1. Using Network File System (NFS)

                   External interfaces (public)

            |         |          |          |          |
        +------+  +------+   +------+   +------+   +-------+
        |  MX  |  |  MX  |   | POP3 |   | POP3 |   |webmail|
        +------+  +------+   +------+   +------+   +-------+
    ^       |         |          |          |          |
   NFS      +---------+----+-----+----+-----+----------+  private
    v                      |          |                   network
                        +-----+    +-----+
                        | NFS |    | NFS |
                        +-----+    +-----+

Notes:

If you run out of CPU power at the front, add more front ends.

Network Appliance but give extremely high performance and reliability.

individual component

2. Using Proxies

                    |          |          |          |
                +------+   +------+   +------+   +------+
                |  MX  |   |  MX  |   | POP3 |   | POP3 |
                |proxy |   |proxy |   |proxy |   |proxy |
                +------+   +------+   +------+   +------+
                    |          |          |          |
   SMTP  ^          +-----+----+-----+----+-----+----+
    v   POP3              |          |          |
                      +------+   +------+   +------+
                      | mail |   | mail |   | mail |
                      +------+   +------+   +------+

Perdition (http://www.vergenet.net/linux/perdition/) Smunge (http://www.i2pi.com/smunge/)

be more reliable and easier to scale.

3. Load Balancing

How do you spread the load between your various machines?

1. MX receivers

machines is down.

example.com       MX 10 mx-1.mail.example.com.
                  MX 10 mx-2.mail.example.com.

2. POP3 servers and smarthost

You can use round-robin DNS to share the load:

pop3.example.com  A  192.0.2.17
                  A  192.0.2.18
smtp.example.com  A  192.0.2.1
                  A  192.0.2.2

You can implement load-balancing using PCs (e.g. Linux Virtual Server)

NOTE:

4. Databases

Essentially there are two main approaches:

/etc/userdb.dat).

strongly

5. FreeBSD NFS

Client Side

# mkdir /mail1
# mount noc.t1.ws.afnog.org:/usr/mail1 /mail1
# mount

# su exim
$ vi /mail1/somefilename
$ ls /mail1
$ exit
#

/etc/rc.conf

# This optimises NFS client performance but is not essential
nfs_client_enable="YES"

Test exercise:

# pw useradd tevie -d /mail1/12/34/tevie -u 2001 -s /nonexistent
# passwd tevie
Changing local password for tevie.
New password:
Retype new password:
passwd: updating the database...
passwd: done

In /usr/exim/configure:

domainlist local_domains = @ : .......... : cluster.t1.ws.afnog.org

                                            tevie@cluster.t1.ws.afnog.org

Server Side

This is how noc.t1.ws.afnog.org was configured:

# mkdir /usr/mail1
# chown exim:exim /usr/mail1
# mkdir -p /usr/mail1/12/34/tevie
# chown 2001:2001 /usr/mail1/12/34/tevie

/etc/exports

/usr/mail1 -network 84.201.31.0 -mask 255.255.255.0

/etc/hosts.allow

clients)

rpcbind : 84.201.31.0/255.255.255.0 : allow
rpcbind : ALL : deny

/etc/rc.conf

rpcbind_enable="YES"
nfs_server_enable="YES"