Network Documentation Tool
(Netdot)



Need for Better Documentation

Text files scattered everywhere
No correlation

All done manually

Difficult reporting

Multiple monitoring tools with separate
configuration files

Delegate tasks to other departments



Features

* Device and Topology Discovery

* |Pv4 and IPv6 Address Management (IPAM)
e Cable Plant

* Contacts

* Reports

* Role-based Access Control

e Database backend (MySQL/PostgreSQL)
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Device Management

* SNMP discovery of modules, interface and IP
info, VLANSs, ARP tables, forwarding tables,

manufacturer, model, OS version, etc.

* Topology discovery using CDP/LLDP, Spanning
Tree and Forwarding Table analysis

* Manually added information: location,
contacts, monitoring, port assignments, etc.
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Topology Graphing

o
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IP Address Management

* Hierarchical IPv4 and IPv6 address space
organization

* Graphical IP block visualization

 DNS and DHCP configurations (ISC BIND and
DHCPD)

* |P and MAC address tracking with history

* Delegation of address and DNS management
by subnet
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Graphical IPv4 block view

|| Firefox Help %= Firefox Support BlJPlug-in FAQ [ | Diccionario de la len...
Description: UO Main IPv4 Block Usable Addresses: 128.223.0.1 - 128.223.255.254

Info: Address Utilization: | |
Used: 0 of 65534 Available: 65534 (100%)

[*]

Owner University of Oregon [edit] Space Allocated:

Available: 100%
Used by University of Oregon Delegate DNS?:

No
First Seen: 2005-06-06 20:44:39 New subnet of length: /|17 IFirst Fit ;I Allocate I

Last Seen: 2005-10-06 17:12:21

Usage for 128.223.0.0/16 Legend: Available Container Subnet Reserved  [List View]
Divide free space into subnets with maximum size I MAX  ~| Zoom: Set one row equal to I 122 ~|

2320

240.0]
2440
248.0
252,000 L | |

@ GPL. Netdot: NETwork DOcumentation Tool v.0.7.4
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IPv6 Block Tree View

2001:468:D00::/48
Oregon Gigapop O perations

I

2001:468:D00:A390::/64
IPv6 OGIG Transit (198.32.163.144/28)
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IPv4 Subnet View

[*): 128.223.0.0/16 : 128.223.60.0/23 [refresh] [ecit] [range] [delete]
Address: 128.223.60.0/23 Owner: University of Oregon (3582) [edit]
Status: Subnet Used by: Network Services
First Created 2005-06-06 19:38:11 Netmask: 255.255.254.0
Last Medified 2010-01-20 17:54:03 Broadcast: 128.223.61.255
Vian: 60 Usable Addresses: 510 (128.223.60.1-128.223.61.254)
Description: ns-60 Utilization:
Info: Building: ing Center ) Used: 428 of 510 Available: 81 (15%)
DHCP
128.223.60.0 netmask 255.255.254.0 subnet
[esv]
Sites edit] (204
128.223.60.0/23 Computing Center (39)
128.223.60.0/23 Oregon Hall (42)
fesv]
DNS Zones [edit] {acd]
Choose an Address. Legend: Available Discovered Dynamic SEBEE Reservec [List View]
1y goae  eoas |
€2  e03 63
6045 BN s
g6 gee2  ecey |
7  eor 678
cs3 604 608s
g0  goa0  ebanr ]
6125 60326 6027
R
€0.157 60358  60ass
60.173 g6 lepars
G088 jgoaseeoast
g20s o206  eb207 |
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Cable Plant

* Backbone Fiber
* In-building Fiber and Copper

— Floors,
— Roomes,
— Jacks

— Closets

 Circuits
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Backbone Cable Plant

Prince Lucien Campbell Hall Plc (8)

681 (0/12)

Loy 1. Lokey Education Building (7)

Loy I Lokey Education South Wing (41)

41/29-1 (0/12)

6/41-1 (2/48)

Museum Of Art (24)

6/3b-1 (0/12)

6/16-1 (2/12)
Kaight Libeery (L6) Hendricks Hall (71)

Johnson Hall (16)

Computing Center (39)

Clinical Services Bldg CSB (29)

6/24-1 (0/12)

042/006-1 (2/156)

Oregon Hall (42)

42/30-1 (0/48)

006A/039A-1 (0/24)

Mckenzie Hall (30)

30/39-1 (0/24)
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Closet Pictures
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Configuration Export

DHCP Nagios

Sysmon
= 1
=
| Cacti
3
3 Rancid
Text Files
HTTPS |
",”rr’_’_‘ﬂ\\‘

Customers/Departments NOC
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It’s Open Source!

* http://netdot.uoregon.edu



