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Introduction

Cacti:

» Usa RRDtool, PHP, y MySQL.
» Soporta SNMP

» Interfaz grafica




Descripcion
1. Un grupo de scripts PHP
2. “poller.php” corre cada 5 minutos

3. Reside en /usr/share/cacti/site.
4. poller.php necesita estar en el cron

MAILTO=root

*/5 * * * * www-data php /usr/share/cacti/site/poller.php >/dev/null 2>/
var/log/cacti/poller-error.log

4. Cacti usa RRDtool para crear graficos para cada
dispositivo

5. Los datos de RRD se guardan en una base de datos

MySQL

de RRD estanb localizados en/var/lib/cacti/rra.



Ventajas

» Mide disponibilidad, carga, errores, y otros y se
guarda la historia de las mediciones (tendencias)

» Representacion Grafica

» Versatilidad




Ventajas

Coleccion de datos:

— Soporta SNMP via php-snmp o net-snmp
— Las fuentes de datos pueden ser actualizadas via SNMP, o via
scripts

Plantillas

— Se definen plantillas para re-usar definiciones (y evitar duplicacion
de esfuerzos)

Arquitectura de plugins

— Muchos plugins! MySQL, otros

Manejo de usuarios

— Localmente o via LDAP, se pueden asignar niveles de acceso




Disadvantages

Configuracion de interfaces es tediosa

Configuracion de plugins es compleja

-La actualizacion a nuevas versiones puede ser tambien
compleja

Consejo:
Usar scripts y herramientas para automartizar la
configuracion de Cacti.




Instalacion: Ubuntu Server 9.10

Disponible en RPM, y paquetes para Gentoo, Red
Hat, Fedora, SUSE, FreeBSD, etc.

# apt-get install cacti




Instalacion: 2

{ Configuring mysqgl-server-5.0

|
While not mandatory, it is highly recommended that you set a password
for the MySQL administrative "root" user.

If that field is left blank, the password will not be changed.

New password for the MySQL "root" user:

K K 2k K K K K Kk

<%>




Instalacion: 3

{ Configuring mysql-server-5.0

Repeat password for the MySQL "root" user:

kS 2k 2k 3k ok k%

<0k>




Instalacion: 4




Instalacion: 5




Instalacion: 6




Instalacion: 7

{ Configuring cacti |
What is the password for the administrative account with which this
package should create its MySQL database and user?

Password of your database's administrative user:

E ok kR ok kR Kk

<0k> <Cancel>




Instalacion: 8

{ Configuring cacti
Please provide a password for cacti to reglster with the database
server. If left blank, a random password will be generated for you.

MySQL application password for cacti:

¥ 3k K R kR ok ok Xk

<0k> <Cancel>




Instalacion: 9

Configuring cacti

Password confirmation:

K >k >k sk >k %k ok %k ok

<0k> <Cancel>




Cacti: Instalacion - Web

Una vez instalado:

http://localhost/cacti

Y....




Cacti: Instalacion - Web

Cacti Installation Guide

Thanks for taking the time to download and install cacti, the complete graphing
solution for your network. Before you can start making cool graphs, there are a
few pieces of data that cacti needs to know.

Make sure you have read and followed the required steps needed to install cacti
before continuing. Install information can be found for Unix and Win32-based
operating systems.

Also, if this is an upgrade, be sure to reading the Upgrade information file.

Cacti is licensed under the GNU General Public License, you must agree to its
provisions before continuing:

License as published by
the Free Softwar i 3 i - versi 2 the License, or (at
your option) any

This program is distributed in the hope that it will be useful, but

WITHOUT ANY WARRANTY:; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

General Public License for more details.
Next >>




Cacti: Instalacion - Web

Cacti Installation Guide
Please select the type of installation

New Install j

The following information has been determined from Cacti's configuration file. If it
is not correct, please edit 'include/config.php' before continuing.
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Cacti: Instalacion - Web

Cacti Installation Guide
Make sure all of these values are correct before continuing.

[FOUND] RRDTool Binary Path: The to the rrdtool binary.
I} in/r

[FOUND] PHP Binary Path: The path to your PHP binary file (may require a
hp recompile to get this file).

usr/bin/php

[FOUND] snmpwalk Binary Path: The path to your snmpwalk binary.
usr/bin/snmpwalk

[FOUND] snmpget Binary Path: The path to your snmpget binary.
usr/bin/snmpget

[FOUND] snmpbulkwalk Binary Path: The path to your snmpbulkwalk binary.
usr/bin/snmpbulkwalk

[FOUND] snmpgetnext Binary Path: The path to your snmpgetnext binary.
usr/bin/snmpgetnext

[FOUND] Cacti Log File Path: The path to your Cacti log file.
usr/share/cacti/site/log/cacti.log

SNMP Utility Version: The type of SNMP you have installed. Required if you are

using SNMP v2c or don't have embedded SNMP support in PHP.
NET-SNMP 5.x ~|

RRDTool Utility Version: The version of RRDTool that you have installed.
RRDTool 1.2.x |

NOTE: Once you click "Finish", all of your settings will be saved and your database|
will be upgraded if this is an upgrade. You can change any of the settings on this
screen at a later time by going to "Cacti Settings" from within Cacti.

Finish




Primer Login

30

User Login

Please enter your Cacti user name and password below:

User Name:

Password:

Login |




Cacti: Cambie Password

3]

User Login

*** Forced Password Change ***

Please enter a new password for cacti:

Password:

Confirm:

Save |




Anadir un dispositivo

Management -> Devices -> Add
Especificar atributos del dispositivo
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Anadir un dispositiv

Devices [edit: Gateway Router Group 1]
General Host Options

Description

Give this host a meaningful description.

Hostname
Fully qualified hostname or IP address for this device.

Host Template
Choose what type of host, host template this Is. The host template will govern what kinds of
data should be gathered from this type of host.

Disable Host
Check this box to disable all checks for this host.

Avallability/Reachability Options

D d Device D i
The method Cactl will use to determine If a host is available for polling.
NOTE: It is rec ded that, at a minil , SNMP always be selected.

Ping Method
The type of ping packet to sent.
NOTE: ICMP on Linux/UNIX requires root privileges.

Ping Port
TCP or UDP port to attempt connection.

Ping Timeout Value
The timeout value to use for host ICMP and UDP pinging. This host SNMP timeout value
applies for SNMP pings.

Ping Retry Count
The number of times Cacti will attempt to ping a host before falling.

SNMP Options
SNMP Version
Choose the SNMP version for this device.

SNMP Community
SNMP read community for this device.

SNMP Port
Enter the UDP port number to use for SNMP (default is 161).

SNMP Timeout

The maximum number of milliseconds Cacti will wait for an SNMP response (does not work
with php-snmp support).

Maximum OID's Per Get Request

Specified the number of OID's that can be obtained in a single SNMP Get request.

Additional Options

Notes
Enter notes to this host.

Gateway Router Group 1

pcl-pc9-gw.aroc

[ Cisco Router

] Disable Host

[ Ping and SNMP |4
| UDP Ping '3]

23

["Version2 |+
s3cr3t

161

500

cancel || save |




Anadir un dispositivo

» SNMP version20 3

- Use version 3 que es mas segura

» Para "Downed Device Detection” se recomienda g
Ping and SNMP, o solo Ping.




Anadir un dispositivo

Note las “Associated Data Queries’:

- Por defecto Cacti no usa snmp para interrogar un dispositivo. Asegurese de anadir:

Associated Graph Templates

Graph Template Name
1) Cisco - CPU Usage Not Being Graphed X

Add Graph Template: [ Cisco - CPU Usage @

Assoclated Data Queries

Data Query Name
1) Karlnet - Wireless Bridge Statistics (Verbose Query) Uptime Goes Backwards Success [0 Items, 0 Rows] OX
Add Data Query: | SNMP - Interface Statistics E Re-Index Method: ( Uptime Goes Backwards a add 3

cancel || save |




Anadir un dispositivo

Para un enrutador, vera’ una gran cantidad de
posibles interfaces una vez que se ha anadido
un grupo de consulta de datos (data query) :

Assoclated Data Queries

Data Query Name

1) Karlnet - Wireless Bridge Statistics (Verbose Query) Uptime Goes Backwards Success [0 Items, 0 Rows] O X
2) SNMP - Interface Statlstics (Verbose Query) Uptime Goes Backwards Success [59 Items, 7 Rows) OX
Add Data Query: | Netware - Get Available Volumes @ Re-Index Method: L Uptime Goes Backwards | :)

| cancel || save |

Solo afnada las interfaces que necesite




Crear Graficos

» Seleccione “Create graphs for this host”

» En Graph Templates generalmente se chequea en el
tope superior todos los graficos disponibles:

Gateway Router Group 2 (pc10-pci8-gw.aroc) Cisco Router

, , *Edi i
Host: | Gateway Router Group 2 (pcl0-pcl8-gw.aroc) |+ Graph Types: [ All s Edit this Host
*Create New Host

Graph Templates
Graph Template Name [ ]

O

Create: Cisco - CPU Usage

Create: | (Select a graph type to create) @

Data Query [SNMP - Interface Statistics]
Index Status Description Name (IF-MIB) Alias (IF-MIB) Type Speed Hardware Address IP Address

(oD

i Up Ethernet0/0 Et0/0 ethernetCsmacd(6) 10000000 00:10:7B:18:41:81 152.168.17.3 @
2 Up Ethernet0/1 Et0/1 ethernetCsmacd(6) 10000000 00:10:7B:18:41:82 152.168.5.161 [2!
3 Down Ethernet1/0 Et1/0 ethernetCsmacd(6) 10000000 00:10:7B:18:41:91 [2!
4 Down Ethernet1/1 Et1/1 ethernetCsmacd(6) 10000000 00:10:7B:18:41:92 @
5 Down Serlalo/0 Se0/0 propPointToPointSerial(22) 1544000 ™
6 Down Serlalo/1 Se0/1 propPointToPointSerial(22) 1544000 ™
8 Up Nullo NuO other(1) 4294967295 ~

Select a graph type: [ InjOut Bits )

cancel !I crutoj




Create Graphics: 2

Cansole -> Create New Graphs -> Create Craphs fran Dats Query Lopged m ax adein (Logout)

_ Create Craph from Linux - Memery Usage’

Now Graphe
m Create Graph from Unix - Load Average’

Craph Managenert

Graph Trees Create Craph from Unix - Logged i Users’
Dats Saurces Craph Iteme [Tenplaca : nix - LOQQad n Usars]
Davices Legead Celor

m The colar to use farthe legend. B4 < |

Data Queriey

Create Graph from Unix - Precesses
Data Input Methads
m Graph Iteens [Tenplaee : Unis - Processes)

Legead Color a
The colar to use for the legend F51030 % |

Graph Templates

Hast Templates
Daty Terpiates

Irpart Templates

Create 1 Graph from "Unix - Get Mousted Partitions”

cancel | create |

Expart Templates

Sewmngs

Systen Utibties

Lier Nanagement
Lagoek Usar

cen laterwhen you are creating graphics for hosts vs. routers




Ver los graficos

» Coloque el nuevo dispositivo en la localizacion
adecuada en el arbol jerarquico

» Como construir el arbol jerarquico es una cuestion
de gusto de cada persona

- Bajo Management = Graph Trees
seleccione el Default Tree hierarchy (o
crear uno a su gusto)




Arbol de Graficos

Graph Trees

Default Tree

Graph Trees [new]
Name
A useful name for this graph tree.

Sorting Type
Choose how items in this tree will be sorted.

-AROC Routers

Natural Orde

cancel | create '

. —




Graficos

Graph Trees [edit: AROC Routers]

Name
A useful name for this graph tree.

Sorting Type
Choose how items in this tree will be sorted.

AROC Routers

| Natural Ordering

No Graph Tree Items

Tree Items

Parent Item ( rY
Choose the parent for this header/graph. \@

Tree Item Type [W. =
Choose what type of tree item this Is. \J

Tree Item Value

Host ( - l
Choose a host here to add it to the tree. R—— ———

i L _Graph Template %)
Choose how graphs are grouped when drawn for this particular host on the tree. e e —

AN

LE 8




Arbol de Graficos

Save Successful.

Graph Trees [edit: AROC Routers]

Name
A useful name for this graph tree. AROC Souters

Sorting Type 7 >
Choose how items in this tree will be sorted. — e

Tree Items

Item
Host: Gateway Router Group 1 (pcl-pcS-gw.aroc) (Edit host)

cancel || save !
. ~———




Graficos iniciales

Presets: |_Last Day %) From: 2010-07-2102:55 [T Te: 2010-07-2202:55 [§ 4 1Day [4]® | refresh || clear |
Search: Graphs per Page: | 10 I:]Thumbnalls: O

Showing All Graphs
Tree: AROC Routers-> Host: Gateway Router Group 1

Gateway Router Group 1 - Traffic - Et0/0
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Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00
From 2010/07/21 02:55:12 To 2010/07/22 02:55:12

E Inbound Current: 14.17 k Average: 16.76 k Maximum: 18.51 k
W Outbound Current: 15.13k Average: 17.66k Maximum: 19.37k

Gateway Router Group 1 - Traffic - Et0/1

bits per second

Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00
From 2010/07/21 02:55:12 To 2010/07/22 02:55:12

@ Inbound Current: 7.65k Average: 7.85k Maximum: 8.00k
W Outbound Current: 6.78k Average: 7.01k Maximum: 7.31k




Con el tiempo, tendencias
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Despues

« Extender cacti instalando Cacti Plugin Architecture:

* Muchos Cacti plugins:
Nagios
NTOP
PHP Weathermap
Smokeping
Syslog-NG
- Buenos lugares para empezar:
« http://cactiusers.net and Google.

« To send email to RT from Cacti via rt-mailgate you can
use the Cacti “settings” plugin:




Conclusiones

» Cacti es flexible debido al uso de plantillas

» Una vez familiarizado, como Cacti trabaja es mas facil
de entender

» La jerarquia de visualization permite organizar
dispositivos mas facilmente

» Anhadir muchos dispositivos es un procedimiento largo y
tedioso

» Software como Netdot, Netdisco, IPPlan, TIPP
actualizanla base de datos MySQL de Cacti
directamente => muy util




Referencias

» Cacti:
http://www.cacti.net/

* Grupo de Discusion:
http://forums.cacti.net/




Preguntas?




En versiones mas viejas

»  Cacti usa MySQL, en versiones de Ubuntu mas viejas se necesita crear las
bases de datos y permisos manualmente

# mysgladmin --user=root create cacti
# mysgl cacti < cacti.sqgl
# mysql --user=root mysql

mysgl> GRANT ALL ON cacti.* TO cactiuser@localhost IDENTIFIED BY ‘cacti pass';
mysqgl> flush privileges;

« Tambien especificar los parametros de conexion a la base datos en /etc/
cacti/db.php:

Sdatabase type = "mysql";

Sdatabase default = "cacti";
Sdatabase hostname = "localhost";
Sdatabase username = "cactiuser";
Sdatabase password = "cacti pass";
Sdatabase port = "3306";




En versiones mas viejas

» Asegure que haya un cron habilitado:
/etc/cron.d/cacti

» AsSi

*/5 * * * % wyww-data php /usr/share/cacti/site/poller.php >/dev/null \ 2>/
var/log/cacti/poller—-error.log

» No necesario con el pagqueteDebian en Ubuntu
8.10, y mas recientes




Usando cactid (encuestador
alternativo)

# tar xvzf cacti-cactid-0.8.6.tar.gz
# cd cactid-0.8.6

# ./configure

# make

# make install

# vi /usr/local/cactid/bin/cactid.conf

DB Host localhost
DB Database cacti

DB User cactiuser
DB Pass cacti pass
DB Port 3306

En la Web interface:

*Configuration -> Settings -> Paths -> Cactid Poller File Path y
especifique la localizacion de cactid.

oller, en la seccion Poller Type, seleccione cactid



