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D
N
SSec  and  C

ryptography

Three K
ey C

oncepts


P
ublic / P

rivate keys


M
essage digests, checksum

s, hashes


D
igital signatures

A
re at the core of D

N
S

S
E

C
. If these do not m

ake 
sense, then D

N
S

S
E

C
 w

ill not m
ake sense.



C
iphertext


W

e start w
ith plaintext. S

om
ething you can read.


W

e apply a m
athem

atical algorithm
 to the 

plaintext. 


The algorithm
 is the cipher.


The plaintext is turned in to ciphertext.


C

reating a secure cipher is a difficult process.


The standardization process for A
E

S
, the 

replacem
ent for the aging D

E
S

 protocol, took 5 
years



K
eys


In sym

m
etric cryptography, a plaintext is 

transform
ed into a ciphertext, and back into 

plaintext using akey to the cipher (the algorithm 
used) on both ends.


A

ssum
ing that the cipher m

ethod is know
n, the 

security of the ciphertext rests w
ith the key. This 

is a critical point. If som
eone obtains your key, 

your plaintext is com
prom

ised.



Sym
m

etric  C
ipher

The quick 
brow

n fox 
jum

ped 
over the...

  S
in

g
le K

ey
/S

y
m

m
etric C

ip
h

ers

The quick 
brow

n fox 
jum

ped 
over the...

clear
text

clear
text

K
K

T
h

e sam
e key is u

sed to en
crypt th

e docu
m

en
t before sen

din
g 

an
d to decrypt it on

ce it is received



The  B
ig  Q

uestion...

Issue:  how
  do  you  securely  distribute  the  

key  to  the  intended  receiving  party  or  
parties  ?



Public  /  Private  K
eys


W

e generate a cipher key pair. O
ne key is the 

private key, the other is the public key.


The private key rem
ains secret and should be 

protected.


The public key is freely distributable. It is related 
m

athem
atically to the private key, but you cannot 

(easily) derive the private key from
 the public key.


U

se the public key to encrypt data. O
nly som

eone 
w

ith the private key can decrypt the encrypted 
data.



Exam
ple  Public  /  Private  K

ey  PairThe quick 
brow

n fox 
jum

ped 
over the...

clear
text

k
1

(p
u

b
lic k

ey)

k
2

(p
riva

te k
ey)

O
ne key is used to encrypt the docum

ent,
a different key is used to decrypt it. 

This is an im
portant aspect!

The quick 
brow

n fox 
jum

ped 
over the...

clear
text

clear
text



Issues


For larger data transm

issions than used in 
D

N
S

S
E

C
 w

e use hybrid system
s.


S

ym
m

etric ciphers (single key) are m
uch m

ore efficient 
than public key algorithm

s for data transm
ission!


A

ttack on the public key is possible via chosen-plaintext 
attacks. Thus, the public/private key pair need to be 
large (2048 bits).


For instance, S

S
H

 uses public/private cryptography to 
setup the initial session, and exchange the dynam

ically 
calculated sym

m
etric session-key.
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O
ne-­W

ay  H
ashing  Functions


A m

athem
atical function that generates a fixed 

length result regardless of the am
ount of data you 

pass through it. G
enerally very fast.


You cannot generate the original data from

 the fixed-
length result, thus the term

 “one-w
ay”.


H

opefully you cannot find tw
o sets of data that 

produce the sam
e fixed-length result. If you do, this 

is called a collision. (E
xam

ple, m
d5).


The fixed length result is know

n as a M
essage 

D
igest or a checksum

 or a hash.



O
ne-­W

ay  H
ashing  Functions  cont.


The fixed-length result of a hashing function is 

referred to as a  checksum
, m

essage digest or 
hash.


S

om
e popular hashing functions include:

➔
m
d5: O

utputs 128 bit result. Fast. C
ollisions found.

http://w
w

w
.m

scs.dal.ca/~selinger/m
d5collision/

➔
sha-1: O

utputs 160 bits. S
low

er. C
ollisions in 2

63.
➔
sha-2: O

utputs 224-512 bits. S
low

er. C
ollisions 

expected (2
80 attack).

➔
sha-3: TB

A
: C

urrently in developm
ent via a new

 N
IS

T 
H

ash Function C
om

petition:

http://csrc.nist.gov/groups/S
T/hash/sha-3/



H
ashing  

another  exam
ple

N
ote  the  significant  change  in  the  hash  sum

  for  m
inor  changes  in  the  

input.  N
ote  that  the  hash  sum

  is  the  sam
e  length  for  varying  input  

sizes.  T
his  is  extrem

ely  useful.
*Im

age  courtesy  W
ikipedia.org.



W
hat  use  is  this?

There are several:


P

assw
ords encryption (in Linux, U

nix and W
indow

s), 
 using m

ultiple rounds of hashing (M
D

5 or other)


You can run m
any m

egabytes of data through a 
hashing function, but only have to check a fixed 
num

ber of bits of inform
ation (160-512 bits). This is 

used to create a digital signature.



D
igital  Signatures

R
everse the role of public and private keys. 

To create a digital signature on a docum
ent do:

➔
 H

ash a docum
ent, producing a m

essage digest
1. E

ncrypt the m
essage digest w

ith your private key.
➔

 S
end the docum

ent plus the encrypted m
essage digest.

➔
 O

n the other end hash the docum
ent and decrypt the

 encrypted m
essage digest w

ith the person's public key. 
1. If the results m

atch, the docum
ent is authenticated.

 This process creates a digital signature.



W
hen  A

uthenticating:

Take a hash of the docum
ent and encrypt only that. 

A
n encrypted hash is called a "digital signature"

The quick 
brow

n fox 
jum

ped 
over the...

The quick 
brow

n fox 
jum

ped 
over the...
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h
a
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C
onclusion


P

ublic / P
rivate keys


M

essage digests, checksum
s, hashes


D

igital signatures

A
re at the core of D

N
S

S
E

C
.


