Day 2-2-1 - ssh
Using Public Key Cryptography

Keying, Key Exchange,
and Session Setup



Communicate
Safely with
Remote Systems



What is "Safely”

Authentication - T am Assured of
Which Host I am Talking With

Authentication - The Host Knows
Who I Am

The Traffic is Encrypted



Traditional
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Encrypted
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Secure SHell

Provides authenticated and encrypted
shell access to a remote host

But it is much more

It is used by other protocols, sftp,
scp, rsync, ...
You can use it to build custom tunnels



Think of SSH as
a Bit Like
PGP where the Other
End is a Computer,
Not a Human



But PGP is
Object Security
SSH is
Channel/Transport
Security



If I Have a Key Pair
O

How Do I égnvince You
That I Have Both

Private and Public Keys
Over The Public Net?



Public

Key
< I Send to You

Signed with

Private Key

You Verify Signature Using My Public Key

If It Verifies, Then You Know That
I Must Have The Private Key

And You Know You Have My
Corresponding Public Key
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ssh - Keying Setup

ssh-keygen -t rsa

K/ home/usr/ .ssh\

: Private I

\WJ
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Jetc/sshi..
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2-Way Authentication

Jetc/sshi..

( __SHELL Session ) poreimsoi

authorized_keys

A

\OWH'J \lelrj

/home/usr/.ssh/

known_hosts Key Continuity

o,gﬁ:'- Is it the Same Host?
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Validate!




Checking Host's Keys

S ssh -o VisualHostKey=yes psg.com
Host key fingerprint is
d2:2b:£f1:17:75:0d:¢c9:86:74:71:€2:00:62:0£:22:02

+--[ RSA 1024]----+
E.. . . + .o000=0.
o + . ++=
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+ .
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And you check it against what you got out of band
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ssh-keygen RSA Key

/usr/home/foo> ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/usr/home/foo/.ssh/id rsa):
Created directory '/usr/home/foo/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /usr/home/foo/.ssh/id rsa.
Your public key has been saved in /usr/home/foo/.ssh/id rsa.pub.
The key fingerprint is:
27:99:35:e4:ab:9b:d8:50:6a:8b:27:08:2f:44:d4:20 foolpsg.com

The key's randomart image is:

+--[ RSA 2048]----+
|E.o . |
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Eliptical Curve Key

/usr/home/foo> ssh-keygen -t ecdsa

Generating public/private ecdsa key pair.

Enter file in which to save the key (/usr/home/foo/.ssh/id ecdsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /usr/home/foo/.ssh/id ecdsa.
Your public key has been saved in /usr/home/foo/.ssh/id ecdsa.pub.
The key fingerprint is:
7a:9d:c5:05:5e:39:95:ae:£7:87:0a:43:66:67:2d:45 foolpsg.com

The key's randomart image is:

+-—[ECDSA 256]--—+

| . Eoo|
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ssh-keygen - sshvl key

/usr/home/foo> ssh-keygen -t rsal
Generating public/private rsal key pair.

Enter file in which to save the key (/usr/home/foo/.ssh/identity):

Enter passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved in /usr/home/foo/.ssh/identity.
Your public key has been saved in /usr/home/foo/.ssh/identity.pub.

The key fingerprint is:
le:c2:df:cd:54:60:63:24:58:71:1f:ac:36:67:c8:b6 folran.psg.com
The key's randomart image is:

+——[RSALl 2048]-———+
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Use Keys Not Passwords

* In /etc/ssh/sshd config
PermitRootLogin without-password
UsePAM no

* Never Store Private Key on a Multi-User
Host

« Store Private Key ONLY on Your Laptop
and Protect Your Laptop (Encrypt Disk!)

« It is OK to Use SSH_AGENT to
Remember your Key ONLY if your Laptop
Locks Very Quickly
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The Only Compromise
I Have Had to My
Infrastructure was a
Researcher who Stored
Their Private Key on a
Shared University Host



Private Key Protection

* FreeBSD Repository Compromise Two
Years Ago

“The compromise is believed to have
occurred due to the leak of an SSH key
from a developer who legitimately had
access to the machines in question,
and was not due to any vulnerability or
code exploit within FreeBSD.”
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General Purpose Tunnel

ssh tunnel d sy

port 2525 port 443

S ssh -N ssh.psg.com -p 443 -L 2525:127.0.0.1:25

Target Tunnel Port on Tunnel
Host Port MacBook EndPoint
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SSH is Built In
UNIX

Linux
MacOS X




Get Software

http://www.chiark.greenend.org.uk/
~sgtatham/putty/download.html

PulTyY: putty.exe
Pageant: pageant.exe
PulTYgen: puttygen.exe
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PuttyGen

Q PuTTY Key Generator
File Key Conversions Help

Key
No key.

Actions

Generate a public/private key pair [ ( Generate ) ]

Load an existing private key file [ Load

)

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(7) SSH-1(RSA) @ SSH-2 RSA

(") SSH-2 DSA
Number of bits in a generated key:

Creative Commons: Attribution & Share Alike
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Generate Key

g PuTTY Key Generator
File Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

SSH-1 (RSA) @ SSH-2 RSA SSH-2 DSA
Number of bits in a generated key: 4096
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Enter Passphrase & Save Key
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Q PuTTY Key Generator @
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

sshsa -
AAAAB3NzaClyc2EAAAABJQAAAGEANFDINOYLGUONSsQxko UldPhgsWwWRRLSN B
U4QH18708M4Ry864RnUBJAcknCiwE T
+0g2uPgQBn5s0796RdvzDS2mbAfvuk IXTMG46uileV

Confirn passphrase: eeesssccee

Actions

Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key {\/ Save public key ])(f Save private key j
Parameters

Type of key to generate:

(") SSH-1(RSA) @ SSH-2 RSA (") SSH-2 DSA

Number of bits in a generated key: 4056

+5ySUPMLc58AGavVqu2uMksdoRFATZT TzZ -

Key fingerprint: sshrsa 4096 f4:c1:60:77:86:02:32:1d:41:83:8d:.c1:.ca:47:5¢:26

Key comment: rsakey-20140118 _
Key passphrase: ssscsssee
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Putting the Key on the
Target Host

*  Mail the Public key to your sysadmin: (randy@psg.com)
and he will install it

« He will then create the .ssh directory in your home
directory

mkdir ~username/.ssh

* And put the public key in a file called authorized_keys

cat id rsa.pub >> ~username/.ssh/authorized keys

« Permissions have to be non world readable

chown —R username:guest ~username/.ssh

chmod —R go-rwx ~username/.ssh
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Mail the Key

File Edit View Options Tools Help

=@ == Your
User

Name

Write: my public key

Attac

8 Send ‘ « Speling ~ 0
From: Randy Bus

814 bytes

1 attachment
||| public-key 814 bytes

> To: | & randy@psg.com

Subject: my public key
Notice that I attached my public key as generated by PuttyGen

< L)

Creative Commons: Attribution & Share Alike

27



oad Key in Putty

-

% PuTTY Configuration @
Category:
B Teminal - l Options controlling SSH authentication ]
¢ i Keyboard
. Bell | [Z] Bypass authentication entirely (SSH-2 only)
: Features Display pre-authentication banner (SSH-2 only)
B V\glmdow Authentication methods
¢ i Appearance

Attempt authentication using Pageant
|| Attempt TIS or CryptoCard auth (SSH-1)
Attempt "keyboard-interactive" auth (SSH-2)

- Behaviour

Authentication parameters
("] Allow agent forwarding

("] Allow attempted changes of usemame in SSH-2
Private key file for authentication N

C:\Users\randy'\Desktop'\putty'\private+ ) | Browse...

m

[ Open ] [ Cancel ]
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| ssh to Host

@ PuTTY Configuration @
Categops—
&- égssion ) - Basic options for your PuTTY session ]
s o=cing Specify the destination you want to connect to
(=) Terminal
. Keyboard Host-Mame-fortP-address) Port
. Bell randy@ub po rg.net 22
: .. Features Connection type:
EJ Window (JRaw () Telnet () Rlogin @ SSH () Seral
Appea@nce Load, save or delete a stored session
- Behaviour
Translation - Saved Sessions
- Selection
.. Colours "
: Default Settings
=)~ Connection Lond
-~ Proxy
- Rlogin
B SSH
- Kex | Close window on exit:
- Auth () Aways () Never @ Only on clean exit
e X1 -
About [ Open ] [ Cancel

Creative Commons: Attribution & Share Alike
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Accept Host's Key

PUTTY Security Alert (3] |

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you *
think it is. b
The server's rsa2 key fingerprint is:
ssh-rsa 2048 af:cl:cf:94:3£:49:19:25:d4:94:16:99:02:bc:5a:4e ;
If you trust this host, hit Yes to add the key to t
PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes ] [ No Cancel
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Passphrase for

@ ub.po.rg.net - PuTTY

Using username "randy".

Authenticating with public key "rsa-key-20
Passphrase for key "rsa-key-20140118": I

140118"
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You Are In!

Using username "randy".

Authenticating with public key "rsa-key-20140118"

Passphrase for key "rsa-key-20140118":

Welcome to Ubuntu 12.04.1 LTS (GNU/Linux 3.2.0-36-virtual i686)

* Documentation: https://help.ubuntu.com/
The programs included with the Ubuntu system are free software;

the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.
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ssh - Shell Session

S ssh username@ub.po.rg.net

ewioihbyugi'owef; glgu/ \“
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