Comparative Use of
Unlicensed Spectrum

Training materials for wireless trainers



Goals

to see the issues related with the use of a shared

medium, like the unlicensed radio spectrum
(specifically the 2.4 GHz ISM band)

to discuss the most common sources of interferences
when operating a WiFi network

to introduce a few software and hardware tools that
help identifying sources of interferences
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e All devices must share the available radio bandwidth.

Devices that use different protocols are typically unaware
of each other. s

his competition leads to contention, retries, noise,
ropped packets, delays, or static.

ef%gect and amount of interference depends on how
evices makgitﬁ of the spectrum. -




Electromagnetic Spectrum

Approximate frequency in Hz

104 108 108 1010 1012 10™4 1016 108 1020 1022 1024
| | | | | | | | | | |
| | | | | | | | | | |
microwave visible light X rays
< > > < >
< > - > I< > < >
radio infrared ultraviolet gamma rays
| | | | | | | | | |
| | | | | | | | | |
104 102 100 102 104 100 108 10770 10712 1074 10776

Approximate wavelength in meters

Approximate range for WiFi



802.11 Channels

1 2 3 4 5 6 7 8 9 10 11 12 13 14 Channel
2.412 2.417 2.422 2.427 2.432 2.437 2.442 2.447 2.452 2.457 2.462 2.467 2.472 2.484 Center Frequency

22 MHz



Non-overlapping channels: 1, 6, 11

1 2 3 4 5 6 7 8 9 10 11 12 13 14  Channel
2.412 2.417 2.422 2.427 2.432 2.437 2.442 2.447 2.452 2.457 2.462 2.467 2.472 2.484 Center Frequency
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Non-overlapping channels: others

1 2 3 4 5 6 7 8 9 10 11 12 13 14  Channel
2.412 2417 2.422 2.427 2.432 2.437 2.442 2.447 2.452 2.457 2.462 2.467 2.472 2.484 Center Frequency
T (GHz)
22 MHz
1 2 3 4 5 6 7 8 9 10 1 12 13 14  Channel
2.412 2.417 2.422 2.427 2.432 2.437 2.442 2.447 2.452 2.457 2.462 2.467 2.472 2.484 Center Frequency

22 MHz



Adjacent channel interference

1 2 3 4 5 6 7 8 9 10 11 12 13 14 Channel
2.412 2.417 2.422 2.427 2.432 2.437 2.442 2.447 2.452 2.457 2.462 2.467 2.472 2.484 Center Frequency

22 MHz



Non-adjacent channel interference

1 2 3 4 5 6 7 8 9 10 11 12 13 14  Channel
2.412 2.417 2.422 2.427 2.432 2.437 2.442 2.447 2.452 2.457 2.462 2.467 2.472 2.484 Center Frequency
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Other 2.4 GHz communications devices

Which common communication devices operate at 2.4 GHz!

* 802.11 b/g networks
* Bluetooth devices
* Cordless phones

* Video senders

* Baby monitors

“ €3 Bluetooth



Bluetooth: frequency hopping

1 2 3 4 5 6 7 8 9 10 11 12 13 14  Channel
2.412 2.417 2.422 2.427 2.432 2.437 2.442 2.447 2.452 2.457 2.462 2.467 2.472 2.484 Center Frequency
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Cordless phones: wide channels

1 2 3 4 5 6 7 8 9 10 11 12 13 14  Channel
2.412 2.417 2.422 2.427 2.432 2.437 2.442 2.447 2.452 2.457 2.462 2.467 2.472 2.484 Center Frequency

22 MHz



Video senders: extreme interference

1 2 3 4 5 6 7 8 9 10 11 12 13 14  Channel
2.412 2.417 2.422 2.447 2.452 2.457 2.462 2.467 2.472 2.484 Center Frequency
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22 MHz
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Power Supplies




Radar stations
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Other high-power radio sources
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Seeing the noise

RBW :
VEW -

1 MHz
1 MHz

Detector : Sample

RefLevel : 0 dBm Trigger Mode : Free Run

Ref Offset : 0.0 dB

Trace

: Max Hold

SWT : 100 ms

NETNE
Ref Level
Range
Result
Averaging

Trace

: Analyzer

0 dBm

- 5 dB /div

Channel T able
Channel

Center Frequency
Frequency Offset
Span

Ref Offset

RF Attenuator
Preamplifier
Dynamic Range
RF Input
Preselector
RBW

VBW

SWT

Trace Mode
Trace Math
Detector
Trigger Mode
Trigger Level
Trigger Delay
[pper Limit
Lower Limit

Status

External Reference

Transducer
Transducer [dB)
Date

Time

- 244 GHz

0 Hz

150 MHz

0.0 dB

10 dB

- Off

: Low Noise

- B0 Ohm
: Not connected

1 MHz
1 MHz

2100 ms
: Max Hold

- OIff

: Sample

: Free Run

- Disabled

- 1/14/1995
- 218:22 AM

J 1 (‘l | i 4 4 “ » "4'."4 f r'fi'
I lr..n_h'}‘]\ Al h f'r‘."‘ll‘»"’l'l"'«'i"x |.'y "'N" -'““|,r L Instrument :FSH13 - 102434

Markers
M1 : 2.4405 GHz :

5.5 dBm

Start Frequency : 2.365 GHz Stop Frequency: 2515 GHz

Analyzer Center Frequency : 2.44 GHz Span 150 MHz




Wi-Spy spectrum analyzer

http://www.metageek.net/



http://www.metageek.net
http://www.metageek.net

Chanalyzer

File View Help

USB: Wi-Spy 2.4x

ﬁ Upload to Library ﬁ Send to Friend

Amplitude [dBm] Time [min]

Amplitude [dBm]
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Spectools

SpecAn View

Wi-Spy 24x USB 860879300 £ |Wi-Spy vl USB 3532061162

-30 dBm
-40 dBm
-50 dBm
-60 dBm
-70 dBm
-80 dBm
-90 dBm
-100 dBm
-110 dBm
-120 dBm
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EaKiu

EaKiu (Air Spy)

Users:

Quiint Zero All Record Average:
Depth:

Reset ZeronMax Serwer o
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Ubiquiti AirView

http://www.ubnt.com/




Spectrum Analyzer

A good spectrum analyzer is usually the best (and most expensive) tool
for detecting sources of interference.




Thank you for your attention
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WIRELESS
NETWORKING

IN THE DEVELOPING WORLD
SECOND EDITION

For more details about the topics presented
in this lecture, please see the book Wireless
Networking in the Developing World,
available as free download in many languages
at:

A practical guide to
planning and building low-cost
telecommunications infrastructure

http://wndw.net




