Courier worksheet

1. Install courier-imap 2. Configure the daemons 3. Start the daemons 4. pop3 and imap over SSL 5. Using ’deliverquota’ from Exim 6. sqwebmail

components.

1. Install courier-imap

Homepage: http://www.inter7.com/courierimap/

http://www.courier-mta.org/FAQ.html#rpm)

If you don’t have them already, fetch courier-imap-2.2.1.tar.bz2 sqwebmail-3.6.2.tar.bz2 from the pub/software

                                               /usr/lib/courier-imap. If you

./configure --prefix=/usr/courier-imap

We will not do that in this exercise.

$ cd
$ tar -xvjf /path/to/file/courier-imap-2.2.1.tar.bz2
$ cd courier-imap-2.2.1
$ ./configure --with-redhat
... takes a while
$ make
... takes a while
$ make check
... takes a short while, check there are no errors displayed
$ su
Password: <root password>
# make install
# make install-configure

To get access to the man pages, edit /etc/man.config

MANPATH             /usr/lib/courier-imap/man

Test with ’man authuserdb’ and see if the page is displayed.

2. Configure the daemons

authentication daemon, "authdaemond"

# cd /usr/lib/courier-imap/etc
# vi pop3d
...
MAXDAEMONS=300
...
# vi imapd
...
MAXDAEMONS=300
...

# cd /usr/lib/courier-imap/etc
# vi authdaemonrc
...
authmodulelist="authpam"
...

3. Start the daemons

(i.e. they have ’disable = yes’). You can start the pop3 and/or imap servers using one or both of

# /usr/lib/courier-imap/libexec/pop3d.rc start
# /usr/lib/courier-imap/libexec/imapd.rc start

To check they are running: (they have long command lines!)
# ps auxwww | grep couriertcpd

Test using telnet:

# telnet localhost 110
Connected to localhost.
Escape character is ’^]’.
+OK Hello there.
user username
+OK Password required.

pass password
+OK logged in.
stat
+OK 26 49857
retr 1
+OK 1073 octets follow.
... message
.
quit
+OK Bye-bye.
Connection closed by foreign host.

# telnet localhost 143
Connected to localhost.
Escape character is ’^]’.
* OK Courier-IMAP ready. Copyright 1998-2001 Double Precision, Inc.  See
COPYING for distribution information.
a001 login <username> <password>
a001 OK LOGIN Ok.
a002 examine inbox
* FLAGS (\Answered \Flagged \Deleted \Seen \Recent)
* OK [PERMANENTFLAGS ()] No permanent flags permitted
* 26 EXISTS
* 0 RECENT
* OK [UIDVALIDITY 989061119] Ok
a002 OK [READ-ONLY] Ok
a003 logout
* BYE Courier-IMAP server shutting down
a003 OK LOGOUT completed
Connection closed by foreign host.

NOTE:

SECURITY NOTE:

couriertcpd options, i.e.

...
TCPDOPTS="-nodnslookup -noidentlookup -user=exim"
...

However, do not do this in the exercise.

4. pop3 and imap over SSL

# /usr/lib/courier-imap/sbin/mkpop3dcert
# /usr/lib/courier-imap/sbin/mkimapdcert

Then you start the servers:

# /usr/lib/courier-imap/libexec/pop3d-ssl.rc start
# /usr/lib/courier-imap/libexec/imapd-ssl.rc start

# openssl s_client -connect localhost:995

5. Using ’deliverquota’ from Exim

Modify the ’localuser’ router:

localuser:
  driver = accept
  check_local_user
  transport = local_delivery_courier

Add a new entry in the ’transports’ section:

local_delivery_courier:
  driver = pipe
  command = /usr/lib/courier-imap/bin/deliverquota -c -w 90 \
        $home/Maildir 10000000S
  return_fail_output

  delivery_date_add
  envelope_to_add
  return_path_add

# cd /usr/lib/courier-imap/etc
# cp quotawarnmsg.example quotawarnmsg
# vi quotawarnmsg

6. sqwebmail

Homepage: http://www.inter7.com/sqwebmail/

extra CPU load and bandwidth it might use.

directory.

$ cd
$ tar -xvjf /path/to/file/sqwebmail-3.6.2.tar.bz2
$ cd sqwebmail-3.6.2
$ ./configure
... takes a while
$ make configure-check
(check that it has chosen the right locations for cgi-bin and webmail images)
SqWebMail CGI will be installed in /var/www/cgi-bin
Images will be installed in /var/www/html/webmail
URL to the image directory is /webmail
$ make
... takes a while
$ make check
... takes a short while, check there are no errors displayed
$ su
Password: <root password>
# make install-strip
# make install-configure
# cp sqwebmail/sqwebmail.pamconf /etc/pam.d/webmail

                                        /usr/local/share/sqwebmail/authdaemonrc). As

...
authmodulelist="authpam"
...

Next start the sqwebmail daemon and its authentication daemon:

# /usr/local/share/sqwebmail/libexec/sqwebmail/sqwebmaild start
# /usr/local/share/sqwebmail/libexec/authlib/authdaemond start

You need to put this in /etc/rc.local rebooted.

/etc/crontab to periodically clean out old

sessions:

0 * * * * bin /usr/local/share/sqwebmail/cleancache.pl

                              http://yourmachine/cgi-bin/sqwebmail

can make.

SECURITY NOTE: