DNS exercise 1

1. Configure resolver on your workstation

Create /etc/resolv.conf containing:

search espe.edu.ec
nameserver 192.188.58.126
nameserver 192.188.58.2

2. Issue DNS queries using ’dig’

2a. For each command find the answer Repeat the command. Is the TTL the same? Are the responses Authoritative?

                                           RESULT
                                           ------
# dig www.tiscali.co.uk. a
# dig afnog.org. mx
# dig news.bbc.co.uk. a
# dig <domain of your choice> a
# dig <domain of your choice> mx
# dig tiscali.co.uk. txt
# dig ripe.net. txt
# dig geek.tiscali.co.uk. a

# dig @158.152.1.58 news.bbc.co.uk. a
# dig @whois.nic.gh. yahoo.com. a
# dig @<a server of your choice> <domain of your choice> a

3. Reverse DNS lookups

’.in-addr.arpa. ’, and ask for aPTR

(For 212.74.112.66)
# dig 66.112.74.212.in-addr.arpa. ptr

Repeat for an IP address of your choice.

# dig -x 212.74.112.66
# dig @<a server of your choice> -x <an IP address of your choice>

4. Use tcpdump to show DNS traffic

# tcpdump -n -s 1500 -i eth0 udp port 53

-n generate additional (confusing) DNS traffic -s 1500

-i eth0

Which interface to listen on udp port 53