Exim Practical

(based on materials from Brian Candler)

Objectives

Part 1

Part 2

Part 3

Part 4

Common mistakes

Doing everything as root. prompt is shown as # $

Adding dots to email domains. not 1. Installing Exim

Build and install from ports

# cd /usr/ports/mail/exim
# make
... a lot of stuff is displayed ...
# make install
... some more stuff is displayed ...
# rehash      (Needed if you are using the C shell)

You should end up with the Exim program in /usr/local/sbin/exim /usr/local/etc/exim/configure . If you successfully completed an update of your Ports collection previously,

/usr/ports/mail/exim/Makefile

If a sendmail daemon is running, kill it off. Use ps grep

# ps auxw | grep sendmail
# /etc/rc.d/sendmail stop
# vi /etc/rc.conf
... set this value:
sendmail_enable="NONE"

mail

Remember our pw usermod discussion earlier in the day. If you use the "-G" option you need to specify all groups a user belongs to as well as the new group - otherwise the user will be removed from any groups not

# groups username
... Note the groups your user belongs to (such as wheel)
# pw usermod username -G mail,wheel
... you don’t need to specify the username group
# grep mail /etc/group           (To check)

Check the documentation

$ less /usr/local/share/doc/exim/spec.txt

(There is also a separate port available, mail/exim-doc-html http://www.exim.org/

$ exim -bV

Replace Sendmail with Exim

All the MUAs call /usr/sbin/sendmail

                                                      /etc/mail/mailer.conf file. We redirect the

# cd /etc/mail
# vi mailer.conf
... change these three lines:
sendmail        /usr/local/sbin/exim
send-mail       /usr/local/sbin/exim
mailq           /usr/local/sbin/exim
... you can leave newaliases, hoststat and purgestat unchanged

$ /usr/sbin/sendmail -bV

2. Testing Exim

Test the standard installation and configuration

localuser

$ exim -bt localuser

$ exim -bt junkjunkjunk

Try something that is in /etc/aliases

$ exim -bt postmaster

Exim will not normally deliver mail to a root make root root. Therefore, you should add a new alias to /etc/aliases

# root: me@my.domain

root: localuser

$ exim -bt postmaster

$ exim -v -odf localuser
This is a test message.
.

Note

The -v

The -odf exim

$ cat /var/log/exim/mainlog
$ cat /var/log/exim/paniclog

Tip: cron

<=

arriving, and one containing =>

$ ls -l /var/mail/localuser
$ cat /var/mail/localuser

$ exim -d -odf localuser
<there will be output from Exim here>
This is another test message.
.

The -d -v. You need to be an Exim

-d

If you are logged on as localuser, you can use the mail mail

user@remote.host with a remote email address

$ exim -bt user@remote.host

herveyallen@fastmail.fm
  router = dnslookup, transport = remote_smtp
  host in1.smtp.messagingengine.com [66.111.4.73]   MX=10
  host in1.smtp.messagingengine.com [66.111.4.71]   MX=10
  host in1.smtp.messagingengine.com [66.111.4.72]   MX=10
  host in1.smtp.messagingengine.com [66.111.4.70]   MX=10
  host in2.smtp.messagingengine.com [66.139.75.100] MX=20

$ exim -v -odf user@remote.host
This is a test message.
.

This time, the -v

  SMTP>> MAIL FROM: SIZE=1346
  SMTP>> RCPT TO:
  SMTP>> DATA
  SMTP<< 250 Ok
  SMTP<< 250 Ok
  SMTP<< 354 End data with .
  SMTP>> writing message and terminating "."
  SMTP<< 250 Ok: queued as 1751E929DFD
  SMTP>> QUIT
LOG: MAIN
  => herveyallen@fastmail.fm R=dnslookup T=remote_smtp H=in1.smtp.messagingengine.com [66.111.4.70]
LOG: MAIN
  Completed

# exim -bd -q30m

The -bd -q30m option causes it to start a

                                         /etc/rc.conf

exim_enable="YES"

Once you’ve done this, you can use

$ telnet localhost 25

The next two tests will work as long as each machine has a fully resolvable dns entry as well as an MX

mainlog and rejectlog

Queue management tests

$ exim -odq address1 address2 ...
Test message.
.

$ exim -bp

$ exim -v -q

(Without -v

Checking relay control

number of your pc for nn

$ telnet 127.0.0.1 25
ehlo localhost
mail from:<localuser@pcnn.pacnog.schoolfj>
rcpt to:<localuser@pcnn.pacnog.school.fj>
rcpt to:<user@some.remote.domain>

$ telnet 202.62.122.nnn 25
ehlo localhost
mail from:<localuser@pcnn.pacnog.schoolfj>
rcpt to:<localuser@pcnn.pacnog.schoolfj>
rcpt to:<user@some.remote.domain>

550 relay not permitted

for the second RCPT RCPT command should be

Processing log data

Run exigrep

$ exigrep localuser /var/log/exim/mainlog

localuser’. It’s a Perl

$ eximstats /var/log/exim/mainlog | more

3. Changing the configuration

/usr/local/etc/exim/configure

# cat /var/run/exim.pid
# kill -HUP nnnn

where nnnn

# /usr/local/etc/rc.d/exim.sh reload

script in /usr/local/etc/rc.d and not in /etc/rc.d - this is because Exim is a third party package and not part of

Adding more local domains

Edit the configuration (/usr/local/etc/exim/configure), and change the local_domains setting. Remember in vi you can just do "/domainlist" to find the first and proceeding occurrences [using ’n’] of "domainlist" in the

domainlist local_domains = @ : pcnn.pacnog.school.fj

where nn

$ mail yourname@pcnn.pacnog.school.fj

4. Relaying from another host

hostlist   relay_from_hosts = localhosts

hostlist   relay_from_hosts = 127.0.0.1 : nnn.nnn.nnn.0/27

where nnn.nnn.nnn.0/27 is the classroom network. If you don’t know what this is ask your instructor to

Allowing relaying to specific domains

domainlist relay_to_domains =

domainlist relay_to_domains = somewhere.com

match relay_from_hosts

$ exim -bh 192.168.1.1

ehlo testhost
mail from:<localuser@pcnn.pacnog.school.fj>
rcpt to:<user@somewhere.com>
rcpt to:<user@some.other.domain>